NudopmanuoHHas maMATKA J1JIA 00y4arOIAXCH

CereBuuoK.pd - TBOIl TIVIaBHBI COBEeTYHMK B CeTH.3Jech Thl MOKelllb Y3HATH O
0€30MaCHOCTH B CeTH MOHATHBIM U JOCTYNHBIM SI3bIKOM, a4 MPH BO3HMKHOBEHHU
KPUTHYECKOH CUTYyallu 00PAaTUTHCS 32 COBETOM. A TaKKe NPUHATH YYacTHe B KOHKYpcax
H CTaTh CAMbIM HM(POBHIM IPAKIAHUHOM!

C xaxabIM roJIoM MOJIOJIE’)KU B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIKOJBbHUKHA OJJHU U3 CaMbIX
aKTUBHBIX IoJib30BaTened PyHnera. Mexay TeMm, IIOMHMO OTPOMHOIO  KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT W MpoOJieMbl. DTa MaMsATKa JOJDKHA MOMOYb TeOe Oe30macHo
HaXOJUTHCS B CETH.

Komnvromepnuie supycoi

KoMnbroTepHslii BUpPYC - 3TO Pa3HOBUJHOCTH KOMIIBIOTEPHBIX IIPOTpaMM, OTIMYHUTEIBHON
0COOEHHOCTBIO KOTOPOHl SBIsETCS CIOCOOHOCTh K pasMHOXKEHHI0. B jomonHeHue K 3TOMY,
BUPYChl MOTYT TIOBPEIUTb WM TOJHOCTBIO YHHUYTOXKWUTH Bce (alliibl M JIaHHBIE,
HOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHU KOTOPOro OblIa 3aIlylleHa 3apakEHHas IporpaMmma,
a TaKXKe TOBPEIUTh WM JIa)K€ YHHUYTOXXUTH ONEPALMOHHYIO CHUCTEMYy CO BceMHu (aiimamu B
1esioM. B OosbIIMHCTBE CilyyaeB paclpOCTPaHSAIOTCS BUPYChI UEPE3 UHTEPHET.

Memoovl 3auumosl 0m 6pedOHOCHBIX RPOZPAMM:

1. Hcnonb3yit COBpEMEHHbIE OIlepallMOHHbIE CUCTEMbI, UMEIOIUE CEPhE3HBIN YPOBEHD 3alUThI
OT BPEOHOCHBIX ITPOTPAMM;

2. TlocrossHHO ycTaHaBnuBail maytH (IUQPPOBBIE 3aIUIATKHA, KOTOPHIE AaBTOMAaTHYECKU
YCTAaHABJIMBAIOTCS C 1€JBI0 JOpaOTKM IporpamMmbl) W Jpyrue OOHOBIEHMs CBOEH
OIepanMoHHON cucTeMbl. CKaunBail MX TOJIBKO ¢ OQHUIMAIBHOTO caiita pazpadorunka OC.
Ecnu cymecTByeT pexXxuM aBTOMaTHYECKOr0 0OHOBIICHHSI, BKIIIOUH €r0;

3. Paloraii Ha cBOeM KOMITBIOTEPE IO/ TIPaBaMH TTOJIb30BATENsl, a HE aIMUHUCTpAaTopa. ITO HE
MO3BOJIUT  OOJBIIMHCTBY BPEIOHOCHBIX IPOrpaMM  HHCTAJUIMPOBAaTBCS Ha  TBOEM
MIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Wcnonp3yil aHTHBHPYCHBIE MpPOrpaMMHBIE MPOAYKThl H3BECTHBIX IPOU3BOAUTENEH, C

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb puU3MUECKUl JOCTYI K KOMIIBIOTEPY JUIsl TOCTOPOHHUX JIHIL;

6. Hcnonp3yll BHeIIHWE HOCUTENW WHGPOpPMAIWHU, Takue Kak (iemka, JAUCK WM Qaim u3
MHTEPHETA, TOJIbKO U3 MPO(EepPEeHHBIX HCTOUHUKOB;

7. He oTkpbiBaii KOMIBIOTEPHBIE (ailsibl, MOJyYEHHBIE U3 HEHAAEKHBIX UCTOYHUKOB. [laxe Te
¢ailnel, KOTOpbIE MpHCcIaT TBOW 3HAKOMBIH. Jlydiie yTOUHH y HEro, OTHpaBisUl JIU OH Tebe
ux.

o

Cemu WI-FI

Wi-Fi - 310 He BU Nepeauu TaHHBIX, HE TEXHOJIOTHS, a BCEro JINIh Open 1, mapka. Emte B 1991
rofly HuepiaHjackas KommaHusi 3apeructpupoBasnia Opena « WECA», uro  o0o3Hauano
cioBocouetanue «Wireless Fidelity», KoTopblil mepeBoauTCS Kak «OECTIpOBOAHAS TOUHOCTHY.

Jlo Hamiero BpeMeHHM Joluia Jpyras abOpeBuarypa, KOTopasl SBISETCS TaKOW e TeXHOJIOTHEH.
Oto abbOpesuarypa «Wi-Fi». Takoe Ha3BaHume OBUIO JaHO C HAMEKOM Ha CTaHIApT BBICIIUN
3ByKoBO#i TexHukH Eli-Fi, 4To B epeBoie 03Ha4aeT «BBICOKAs TOUHOCTHY.

Ja, OecnnaTHbBI MHTEpPHET-IOCTYN B Kade, OTENsX U adporoprax SBISETCS OTJIWYHOU
BO3MOXHOCTBIO  BBIXOZIa B  HMHTepHeT. HoO  MHOrme  OKchmepThl  CYMTAIOT,  YTO
obmmenocrynubie WiFi cetn He sSBIsIIOTCS O€30NMacHBIMH.

Cosembl no oezonacnocmu pabome 6 oowedocmynusix cemsax \Wi-fi:



1. He mepenaBaii cBoto nuuHyto uHpopmaiuoo depe3 odmenoctymasie Wi-Fi cetun. Pabotas B
HUX, JKEJIaTeJIbHO HE BBOJIUTH MAPOJIN JOCTYIIA, JIOTHHBI U KaKue-TO HOMEpa;

2. Ucnionp3yit W OOHOBISIE aHTUBHPYCHBIE NPOrpaMMbl M OpaHmMayep. Tem caMbIM Thl
o0e3omacuIib cedst 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOWCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkmoun QyHkiuo «O0muil 1ocTyn K (ailiaM U mpUHTEpam».
JanHas QyHKIHS 3aKphITa 110 YMOJYaHUIO, OJIHAKO HEKOTOPBIC IMOJB30BATEIH aKTHBHPYIOT €€
TSl y10OCTBa MCTIOJIb30BaHUs B paboTe WiIH yueoe;

4. He ucnonw3yit nmyomuunbiii WI-FI st mepenaun TUYHBIX TaHHBIX, HAIPUMEP IS BbIXOJA B
COILIMAJILHBIC CETH WJIU B 3JICKTPOHHYIO TTOYTY;

5. Unonw3yit Tonbko 3anumieHHoe coenqunenue yepe3 HTTPS, a ue HTTP, T.e. mpu Habope BeO-
azpeca BBOIM UMEHHO «https://»;

6. B mobunsaOM Tenedone otkmoun ¢yHkiuo «llonkmouenne k Wi-Fi aBromatuyeckn». He
JIOTTyCKail aBTOMaTHYECKOTO MOAKITIOYEHUS yCTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacusi.

COI/(uaJleble cemu

ConuanbHble CETH aKTHBHO BXOST B HAIly XU3Hb, MHOTHE JIIOAU PabOTalOT M KUBYT TaMm
nocTossHHO, a B Facebook yxe 3aperucTpupoBaH MUIUTHAp]] YEIOBEK, YTO SIBISIETCS OJHOMN
CelIbMOM BCEX KHUTeNeH IiIaHeThl. MHOTHE MOJb30BaTEId HE MOHUMAIOT, YTO HH(popMaIus,
pa3MelIeHHasl UMU B COLMAJIbHBIX CETSIX, MOXKET ObITh HaliJIeHa U UCIOJIb30BaHa KEM YrOJIHO, B
TOM YHCJIE€ HE 0053aTeIbHO ¢ OJJarUMU HaMEPEHUSMU.

Ocnogénble coeemnsl no 6€30NACHOCMU 6 COUUAIIbHBIX cemAax.

1. Orpannub cnucok Apy3ed. Y Te0s B Opy3bsiX HE JOHKHO OBITh CIYYalHBIX U HE3HAKOMBIX
JIFOJIEH;

2. 3amumiaidl cBOIO YacTHYIO kM3Hb. He ykasbiBail maponu, TenedoHBbl, ajpeca, J1aTy TBOETO
POXIEHUS U APYTyH JWYHYIO HH(OPMaLNIO. 3MOYMBIIUIEHHUKH MOTYT MCIIOJIb30BaTh ke
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEINN TUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3amuimail CBOIO penyTaluio - JEPKUA €€ B YHCTOTEe W 3a7aBail ceOe BOMPOC: XOTEN ObI ThI,
4TOOBl JIpYrHe MOJIb30BATE€IN BHJIENH, YTO Thl 3arpyxkaemb? [lomymaii, mpexae dem 4YTO-TO
OMyOJIMKOBATh, HAMMKMCATh U 3aTPY3UTh;

4. Ecnii Tl TOBOPHUILB C JIFOJbMH, KOTOPHIX HE 3Haelllb, HE HCIOJIb3YH CBOE PEaJbHOE UMS U
JIPYTYIO JTUYHYIO HHPOPMAIH: UMsI, MECTO KUTEIbCTBA, MECTO YUeObI U MPOYEE;

5. U36eraii pasmemenust ¢otorpaduit B MHTEpHETE, T/I€ THI M300pakeH Ha MECTHOCTH, IO
KOTOPOM MO>KHO OIPENETUTh TBOE MECTOIOJIOKEHNUE;

6. [Ipu peructpanmu B COIMAIBHONH CETH HEOOXOIUMO HCIIOJB30BATh CJIOKHBIC IApOJIH,
cocrosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. J171st conuanbHOM CeTH, TIOUTHI M IPYTUX CAaiTOB HEOOXOJIMMO MCIOJIb30BaTh pPa3HbIC MApOJIH.
Toraa ecnu TeOs B3IOMAIOT, TO 3JIOYMBINIJICHHUKH MOXYYaT AOCTYI TOIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

InekmpoHnubvle OeHbZU

ONEeKTPOHHBbIE JI€HBI'M — 3TO OYeHb YJOOHBIM cMOco0 IuIaTexei, OAHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYUYUTH OTU ACHBI'U.

SJ'IGKTPOHHI)Ie JCHbI'M TIIOABUJIIMCh COBCEM HCAABHO H HWMCEHHO H3-3a 3TOI'O0 BO MHOI'HMX
rocyaapCTBax A0 CHUX IIOP HE NPOIHCAHO ITPO HUX B 3aKOHAX.

B Poccun xe oHM (QyHKIMOHHPYIOT M O HUX YK€ MPOIKCAHO B 3aKOHE, TJ€ UX Pa3leisioT Ha
HECKOJIbKO BHJIOB - aHOHMMHbBIE U HE aHOHUMHBIE. Pa3Hulla B TOM, UTO aHOHUMHBIE - 3TO T€, B



KOTOpBIX paspeliaercss MPOBOAUTH onepanuu 0e3 wuIeHTUUKAUWK [OJb30BaTeNns, a B
HEaHOHHUMHBIX UACHTU(UKAIINY [T0JIb30BATENS SBISIETCA 0043aTENbHOM.

Taxxe cienyer pa3nuyarh 3JEKTPOHHBIE (PUATHBIE AEHBIU (PaBHBI FOCYIaPCTBEHHBIM BaJIIOTaM)
U DJIEKTPOHHBIE He(puaTHbIe NEHbIU (HE paBHBI TOCYAaPCTBEHHBIM BaJIIOTaM).

OcnogéHnble cosembl no 6e30nACHOUL pa60me C IIEKMPOHHbBIMU OCHbZAMU:

1. ITpuBsoku K cueTy MOOWIBHBIN TenedoH. DTO caMblii yAOOHBIH W OBICTPBIA CITIOCOO
BOCCTAaHOBUThH JIOCTYI K cueTy. [IpuBs3aHHBIA TenedOH IOMOXKET, eCiu 3a0yJenib CBOM
IJIATEKHBIN MMAPOJIb UM 3aiAEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Vctionb3yit ogHOopas3oBbie mapoiu. [locne mepexona Ha yCUJICHHYIO aBTOPH3AIHMIO TeOe yxe
He Oy/IeT yrpoXxaTh OMAaCHOCTh KPaXKH MITU TIepeXBaTa MIaTeKHOTO IMapoJis;

3. BeiOepu cioxnblii mapoisib. IlpectynmHukam Oyner HE MPOCTO YrajaThb CIOXHBIM IMapoib.
HapnexHble naposu — 3T0 NapoJiu, KOTOPbIE COJEPKAT HE MEHee 8 3HAKOB U BKIIIOUYAIOT B ce0s
CTPOYHBIC U TIPONHUCHBIC OYKBBI, HU(PPHI U HECKOJIBKO CHMBOJIOB, TaKM€ KakK 3HAK J0JuIapa,
¢dyHTa, BOCKJIMIIATeIbHBIN 3HaK U T.1. Hampumep, StROng!;;

4. He BBOJHM CBOM JIMYHBIC JAHHBIC HA caﬁTax, KOTOPBIM HC JOBCPACIID.

3J1el<mpouuaﬂ nouma

ONEeKTpOHHAas MoYTa — 3TO TEXHOJIOTHSA W IPEJOCTaBISIEMBbIE €0 YCIYTH [0 NEPEChUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOILICHHUM, KOTOpBIE paCHpeAeNsaioTcs B KOMIBIOTEPHOH CeTH.
OO6b1yHO ANEKTPOHHBIN IIOYTOBBIA  SLIMK  BBIMJISAUT CJIEYIOIUM oOpa3zom:
UMs_TIOJb30BaTeNA(@uMs_oMeHa. Takke KpoMme TmepeJayd TMpPOCTOro TEKCTa, HMEeeTCs
BO3MOXKHOCTh TepeaaBaTh (pailibl.

OcHogHble cogempl no 6e30nacHoil padome ¢ 31eKMPOHHON NOUMOTUL:

1. Hano BbIOpaTh NpaBWIBHBIM IOYTOBBIA cepBHC. B HHTEpHETE €CTh OrPOMHBIM BHIOOD
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIydllle JOBEPSATh TEM, KOrO 3HAellb U KTO MEPBbIA B
pEUTHUHTE;

2. He yka3piBall B JM4HON mouTe iuyHyro wuHpopmanuioo. Hampumep, nyuiie BbIOpaTh
«My3bIKaNbHBIN _(panaT@» win «pok2013» BMecTo «remal3»;

3. Ucnonb3yit BYX3TalHyl0 aBTOPU3ALMIO. DTO KOI/la MOMUMO Mapojisi HY>KHO BBOAMTH KOJ,
npucbUIaeMblil mo SMS;

4. Boibepu cnoxHBIA Taponb. s KaxkI0ro MOYTOBOTO SIIIMKA JO0JDKEH OBITh CBOM HAIeKHBIH,
YCTOWUYHMBBIN K B3JIOMY I1apOJIb;

5.Ecnm ectp BO3MOXHOCTH HamucaTh CaMOMY CBOW JIMYHBIM BOMPOC, HCIOJB3YH OTY
BO3MOHOCTb;

6. Mcronb3yil HECKOJIBKO TIOYTOBBIX SIIUKOB. [IepBBIN 111 YaCTHOW MEPENUCKHU C aapecaTaMH,
KOTOPBIM ThI TOBEPSAECIIb. DTO IEKTPOHHBIN aIpec HE HA/J0 HUCIIOJIb30BATh MPU PErHCTpaly Ha
dopymax u caiitax;

7. He otkpeiBail (aiimbl U Jpyrue BIOKEHHS] B MUChMax Ja)Ke €CIM OHU MPHIIIN OT TBOUX
npy3ei. Jlydie yTouHu y HUX, OTIPABIISUTA JIU OHU Tebe AT (paiiisbr;

8. [locne oxkoH4YaHust pabOTHI HA MOYTOBOM CEPBHUCE IMEPE] 3aKPHITHEM BKIAJIKH C CANTOM HE
3a0y/1b HaXaTh Ha «BBIATIY.

Kubepoynnunz unu eupmyaipvnoe uzo0eeamenbCcmeo

KubepOymiuHr — mnpecieqoBaHie COOOIEHUSIMHU, COAEpKAIlUMU OCKOPOJIEHHS, arpeccuio,
3aIllyIrUBaHUC; XYJIMTaHCTBO, COLIMAJIBHOC GOﬁKOTHpOBaHI/Ie C MOMOLIBIO PA3JIMYHBIX MHTCPHCT-
CEPBHCOB.



Ocnosnvle cogemul no 60pvoe c KubepoOyIIUHZOM:

1. He Opocaiics B 60i. Jlyummnii crioco0: mocoBeToBaThcs Kak ceOsi BECTH M, €CIIM HET TOTO0, K
KOMY MOXXHO OOpaTWThCS, TO BHa4aje YCHOKOWThCS. Ecim Th HauHem» OTBEYaTh
OCKOpOJICHUSIMH Ha OCKOPOJICHHS, TO TOJIBKO eIlie OOJIbIIe Pa30skiKelb KOHMIHUKT;

2. YpaBnsii cBoel KubeppemnyTanuei;

3. AHOHUMHOCTb B CETHM MHHMMas. CYIHGCTBYIOT CII0COOBI BBIICHHUTB, KTO CTOUT 3a aHOHHMMHBIM
AKKayHTOM;

4. He ctouT BecTH XyIUraHCKUN 00pa3 BUPTyaibHOW ku3HU. VIHTEpHET (QUKCHUPYET BCE TBOU
JNEHCTBUS U COXpaHSIET UX. Y TAIUTh UX OyJeT KpaiHe 3aTpyTHUTEIbHO;

5. Cobmroiaii CBO BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyii eauHu4HbI HeratuB. OIHOpa30BBIE OCKOPOWTENbHBIE COOOLICHHS JydIle
UTHOpUPOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4YaaIbHOU CTa UM,

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIICHHSIMHU, B COLUAIBHBIX CETAX
€CTh BO3MOYKHOCTb OJIOKMPOBKH OTIIPAaBKU COOOILEHUH C OIIPENEICHHBIX aIPECOB;

8. Eciu Th1 cBumerenb kuOepOyimHra. TBOM JEWCTBHS: BBICTYIUTHL IMPOTHB IPECIIEA0BATEIS,
MOKa3aTh €My, 4TO €ro JACHCTBUS OLIEHUBAIOTCA HETraTUBHO, MOJAEPKATh KEPTBY, KOTOPOU
HY)KHa TICUXOJIOTUYECKAsi IMOMOIIb, COOOIIMTh B3POCIBIM O (haKTe€ arpeCCHBHOTO TOBEICHHS B
CeTH.

Moounvhulit menegon

CoBpeMeHHble cMapT(HOHBI U IUIAHILETH COAEpKaT B ce0e BIIOJIHE B3POCIbIA (YHKLIHMOHAM, U
TeNnepb OHM MOTYT KOHKYPHpPOBaThb CO CTAallMOHApHBIMM KoMIbloTepamu. OpHaKo, CpeacTB
3alUThI 7151 TOJOOHBIX YCTPOWCTB IOKa OYEHb Majo. TecTHpOBaHHE M MOMUCK YSA3BUMOCTEH B
HUX IPOUCXOIUT HE Tak MHTeHCUBHO, Kak 1y IIK, To ke camoe kacaercs M MOOMIBHBIX
IIPUIIOKEHU .

CoBpemeHHbIe MOOUIIBHBIE Opay3epbl YK€ MPAaKTUYECKU JOTHAIM HACTOJbHBIE aHAJIOIH, OJJHAKO
pacuupenue GyHKIIMOHaIa BI€UET 32 COO0W OOJIBIIYIO CI0KHOCTh M MEHBIIYIO 3aIIUIIIEHHOCTb.

Jlaneko He Bce TMPOM3BOJIUTENHM BBITYCKAIOT OOHOBJICHMS, 3aKPBIBAIOIINE KPUTHUYECKUE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHogHbie cogempl 0 06€30NACHOCMU MOOUIBHOZ0 menedona:

1. Huyero He sBIsieTCs MO-HACTOSIIEMY O€CIUIaTHBIM. byab OcTOpoXeH, Beab Korjma Tede
npeiaratoT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAaKHE-TO TJIATHBIE YCIIYTH;

2. J[lymaii, mpexze ueM oTrnpaBuTh SMS, ¢oto mimm Bumeo. Thl TOYHO 3HACIHIB, TI€ OHU OYIyT B
KOHEYHOM HTOre?

3. Heo6xo1mmMo 0OHOBIIATH ONEPAIIMOHHYIO CHCTEMY TBOETO CMapT(OHa;
4. Vcnionb3yit aHTUBUPYCHBIE IPOTPAMMBI JUIsI MOOMIIBHBIX Telle(h)OHOB;

5. He 3arpyxkaii mpuiioKeHHST OT HEW3BECTHOTO HMCTOYHUKA, BEIb OHM MOTYT COJEPKaTh
BPEIOHOCHOE MPOrpaMMHOE 00eCTIeYeHUE;

6. ITociie TOro Kak Thl BBIWCIIH C CAiiTa, T BBOIWI JIMYHYIO HHPOPMAIINIO, 3aii/I1 B HACTPOHKHN
Opaysepa u ynanu cookies;

7. HCpI/IOIlI/IquKI/I HpOBCpSIfI KaKHC IJIATHLIC YCIIYT'M aKTUBUPOBAHBI HA TBOCM HOMCPC,

8. laBaii cBO¥l HOMEp MOOWIBHOTO TenedoHa TOJIBKO JIOJSM, KOTOPHIX THI 3HAEllb U KOMY
JIOBEpSICIlIb;

9. Bluetooth nomkeH OBITH BBIKIIOYEH, KOTJa Thl UM HE MOJib3yelibcs. He 3a0biBail mHOTIA
MIPOBEPSTH 3TO.



Online uzput

CoBpeMeHHBIE OHJIAH-UTPHI - 9TO KPACOUYHBIE, 3aXBaTHIBAIOIINE PA3BICUCHUS, O0BEIUHSIONINE
COTHHU THICSAY YeJIOBEK MO BceMy MHpY. Urpoku uccineayroT naHHbIi UM MUp, OOLIAIOTCS APYT C
JIPYroM, BBITIOJHSIOT 3aJIaHUsl, CPAXKAIOTCSI C MOHCTPaMH U IMOJYYaloT OMBIT. 3a yJIOBOJILCTBUE
OHH IIJIATSIT: MOKYMAIOT IUCK, OTUIAYMBAIOT A00HEMEHT WJIH MTPHUOOPETAIOT KAKHE-TO OIIIUH.

Bce ot cpencta uayT Ha MOJEp)KAaHHE M PAa3BUTHE WUIPHI, a TaKKe Ha caMy 0€30MacHOCTH:
COBEpIICHCTBYIOTCS CUCTEMbI aBTOPH3allMH, BBIMYCKAIOTCA HOBbIE MaTuu (IU(POBBIE 3aIlJIaTKU
JUISI IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX Hurpax CTouT oIacaTbCsa HE CTOJIBKO CBOHUX COIICPHHUKOB, CKOJIBKO KpPa>XH TBOCTO
mapoJri, Ha KOTOPOM OCHOBAaHA CUCTEMA aBTOpU3allU OOJBIIMHCTBA urp.

OcHoegnble coéemul O 6€30NACHOCHU ME0E20 uzpoe6oco akkaynma:

1. Ecniu npyroii urpok BeieT cels II0XO MM COo3[aeT Tebe HEMpUSATHOCTH, 3a0JIOKUPYH ero B
CIIMCKE UTPOKOB;

2. Iloxanyiicsi agMHHHCTpAaTOpaM WIPHl HAa IUIOXOE MOBEJEHHE AITOTO HIPOKa, >KEIaTelIbHO
IPUIOKUTH KaKHE-TO JI0Ka3aTelbCTBa B BUJIE CKPUHOB;

3. He ykasbiBaii nuunyto nHhopmaiuio B npodaiine urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBail HeoumanbHble TaTYU U MOJIBL;

6. Vcrionb3yii cl0KHbBIE U Pa3HbBIE TAPOIIH;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [loka Thl Urpaenib, TBOW KOMIIBIOTED
MOTYT 3apa3HTh.

Duwunz unu Kpasica JIu4HblX OAHHbBIX

OObIyHON Kpaxell JeHer W JOKYMEHTOB CEroJHsl YK€ HUKOTO HE YAMBHILb, HO C Pa3BUTHUEM
UHTEPHET-TEXHOJIOTUN  3JIOYMBIIIJICHHUKY IEPEMECTUINCh B HWHTEPHET, U INPOAOIKAIOT
3aHUMAThCS WTHOOMMBIMY JIETIOM.

Tak nosiBUIack HOBast Yrpo3a: MHTEPHET-MOIIEHHUYECTBA UM (PUILUHT, TJ1aBHAs LEJIb KOTOPOro
COCTOUT B TIOJTYYE€HUHN KOH(HICHIINATBHBIX TaHHBIX TTOJIH30BaTENICH — JIOTHHOB | Tapoieil. Ha
aHriuiickom s3bike phishing uutaercs kak gummusr (ot fishing — psiOHas nosis, password —
apoJib).

Ocnosnvle cogemol no 60pvoe c pumunzom:

1. Cnenu 3a cBOMM akkayHTOM. Eciii ThI 1Mojj03peBaciib, 4TO TBOS aHKETa ObLIa B3JIOMaHa, TO
HEO0OXO0UMO 3a0JIOKUPOBATh €€ U COOOIINTHh aAMHHHCTpPATOpaM pecypca 00 3TOM Kak MOXKHO
CKOpee;

2. Micnonp3yit Oe3omacHbie BeO-CalTh, B TOM YHCIIe, MHTEPHET-Mara3nHOB U TTIOMCKOBBIX CHCTEM;

3. Ucnonme3y#t ciioxkHBIe W pasHble mapoiid. Takum o0pa3om, eciid TeOsl B3JIOMArOT, TO
3JIOYMBIIIJICHHUKH ITOJIy4YaT JOCTYII TOJIBKO K OZTHOMY TBOEMY HpO(bI/IJHO B CE€TH, a HC KO BCEM,

4. Ecnu Tebs B3nIOManu, TO HEOOXOAMMO NpPEIYNpPEeAUTbh BCEX CBOMX 3HAKOMBIX, KOTOpbBIE
noOaBiieHbl y T€0s B IpY3bsIX, O TOM, YTO TeOs B3JIOMaJIM U, BO3MOXHO, OT TBOETO UMEHH Oy/eT
pacchlIaThes CIaM U CChUIKM Ha (PUITMHTOBBIE CAMTHI;

5. YcranoBu HaaexHbIH napois (PEM) Ha MoOUITbHBIH TenedoH;
6. OTKIII0YM cOXpaHeHue maposisd B Opaysepe;

7. He otkpbiBaii (aiimbl U pyrue BIOKEHHsS] B MUChMax JaKe €CIM OHU MPHIILIN OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (haliibl.



Hughposasn penymauus

[udposast pemyranust - 3TO HEraTHBHAs WM TO3UTUBHAs HMH(OpManuss B ceTH O Tebe.
Komnpomerupyromas uHpoOpManus pa3MelleHHass B MHTEPHETE MOXKET CEphe3HbIM 00pa3oM
OTpa3uThbCs Ha TBOEH peanbHOU xu3HU. «L{udpoBas penmyranus» - 3TO TBOW UMUK, KOTOPBIH
dopmupyercst u3 nadopMaiu o Tede B UHTEPHETE.

TBoe mecTo xuTenbcTBa, y4eObl, TBOE€ (PUHAHCOBOE MOJOKEHHE, OCOOEHHOCTU XapakTepa U
pacckasbl 0 OJM3KUX - BCE 9TO HAKAIUIUBAETCA B CETH.

MHorue MOAPOCTKH JIETKOMBICICHHO OTHOCATCS K MYONUKAIMM JUYHOW WH(pOpMAalUd B
WNHTtepHeTe, HE TOHUMAs BO3MOXKHBIX MOCIEACTBUN. ThI 1ake HE CMOXKENIb A0raJaTrbCsi O TOM,
yt0 (hoTorpadus, pazmenieHHas 5 JeT Ha3a/l, cTajla IPUYUHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pazMenienre TBoux Gororpaduii u apyrue AeUcTBUS MOTYT HE UCUE3HYTh Jlaxke
MOCJIe TOTO, KaK Thl UX YAAIUIIb. Thl HE 3HACIIb, KTO COXPAHWI 3Ty HHPOPMAITUIO, TIoaja JIu
OHAa B TIOMCKOBBIE CHCTEMBbl M COXpAaHWJIACh JM OHA, a TIJaBHOE: YTO MOAYMAalT O Tebe
OKpPYKAroIIee JIF0JIM, KOTOPhIe HAWAYT M YBUAAT 3T0. HaliTn mH(bOpMaLMi0O MHOTO JIET CITYCTS
CMOJKET JII000H - Kak M3 J0OphIX MOOYKIEHHH, TaK U C HAMEPEHHEM MNPUYUHHUTH Bped. ITO
MO3KET OBITh KTO YTOJIHO.

OcHogHbie cogempl no 3auume yuPpPoeoil penymayuu:

1. ITomymaii, mpex/ie 4eM 4To-TO MyOIMKOBATh U IIepeIaBaTh y ce0si B 6JI0Te WM B COLMATBHOM
CeTH;

2. B mHacrtpoiikax mpoduiis yCTAaHOBM OTrpaHHYEHHS HAa IPOCMOTP TBOETO MPOQHIS U €ro
COJIEP’KUMOT 0, CIIENAl €ro TOJIBKO Ul IPY3Eh»;

3. He pa3meniaii u He yka3biBail MHPOPMAIUIO, KOTOpask MOXKET KOT0-IMOO OCKOPOISITH WU
00MKaTh.

Aemopckoe npago

CoBpeMeHHbIE NIKOJBHUKH - aKTUBHBIE MOJb30BaTeNnu IU(ppoBoro mpocrpancTBa. OIHAKO
JTAJICKO HE BCE 3HAIOT, YTO MOJH30BAHWE MHOTMMHU BO3MOXHOCTSAMHU IU(POBOTO MHpa TpedyeT
cOOJTI0IEHUSI TIPAB HA MHTEIJUICKTYAJIbHYI0 COOCTBEHHOCTb.

TepMUH «WHTEIEKTyalbHass COOCTBEHHOCTBbY» OTHOCUTCSI K  Pa3JIMYHBIM  TBOPEHUSIM
4eJI0BEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300pETeHUH U 3HAKOB, 0003HAUYAIOMIUX COOCTBEHHOCTD
Ha TMPOJIYKThl M YyCIyrd, M 3aKaHuuBas KHUTaMH, QororpadusiMu, KHHOQUIBMAMH U
MY3bIKAJIbHBIMU ITPOU3BEICHUSMM.

ABTOpCKHE ITpaBa - 3TO MpaBa Ha WHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOM3BEIECHUS HAYKH,
JUTEpaTypbl U MCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KayeCTBE TapaHTUU TOTO, YTO
MHTEJIJIEKTYaJIbHBIA/TBOPUECKUN TPyA aBTOpa He Oy/leT HampacHbIM, AAcT €My CIIpaBeIUBbIE
BO3MOXKHOCTH 3apa0oTaTh Ha pe3ysibTaTax CBOEro TPyia, NOJYYUTh U3BECTHOCTh U NMPHU3HAHUE.
HuxkTo 6e3 pa3penienus aBTopa He MOYKET BOCIIPOU3BOIUTE €r0 MIPOU3BEIEHUE, PACIIPOCTPAHATD,
nyOoJIMYHO JIEMOHCTPUPOBATh, MpPOAABATH, HMMIIOPTHPOBATH, IyCKaThb B MPOKaT, MyOJIUYHO
UCTIOJIHATH, IOKA3bIBATh/UCHIOIHATH B A(HUpe UK pazmeniaTs B IHTepHeTe.

Hcnonp3oBaHne «IUpaTcKoro» MPOrpaMMHOr0 00€CTeYeHHs] MOXKET IMPUBECTH K MHOTUM
pHCKaM: OT TMOTEpPH JAaHHBIX K TBOMM aKKayHTaM 10 OJIOKHPOBKM TBOETO YCTPOMCTBa, Tl
YCTaHOBJICHHBIH HE JierajgpHas mnporpamma. He cTouT Ttaxke 3a0bIBaTh, YTO CYIIECTBYET
nerajabHble U OeCIIaTHBIE MPOTrPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.



